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SECURING THE FUTURE




BLOCK UNAUTHORI
REDISTRIBUTION

GONAX PAIRING EFFECTIVELY REDUCES THE OPPORTUNITIES FOR
UNAUTHORIZED REDISTRIBUTION OF CONTENT

SECURING VALUABLE CONTENT TO AVOID LOSING SUBSTANTIAL
REVENUE TO UNAUTHORIZED REDISTRIBUTION

Unauthorized content can be obtained through the analogous port of a set-top box
meant for private use only. The analogue content can then be redistributed to other
networks where viewers unsuspectingly receive content from an unauthorized
source.

Conax advanced technology provides operators with an additional layer of content
security. Should unauthorized content redistribution take place from an individual
set-top box, the source can be identified and further access blocked.

The proven combination of Conax content protection technologies
Conax CAS7
Conax Pairing
Conax Fingerprinting

effectively reduces the opportunities for unauthorized redistribution of content.

An example of premium content is broadcasting of main sports events. Such
events are not only the most costly content, but also represent the most lucrative.
Frequently, content rights are granted on an exclusive basis and used to erode
viewer loyalty from the competition and to attract new subscribers. Unauthorized
redistribution can result in vast losses.

The key value for sports events is “live viewing”. Should unauthorized access
occur, a proven solution for quickly and uniquely identifying and stopping the
source should be in place.

In a scenario when identical content is distributed to all viewers, the unique
identifier must be placed in the video by the set-top box, and legible to the human
eye. The technology must be robust, able to withstand systems designed to
remove fingerprints, and able to detect suspicious activity and shut down access
immediately.

Combining fingerprinting with Conax CAS and Conax Pairing makes it possible
to control content distribution all the way through to the STB, including secure
insertion of a visible fingerprint.

Conax Fingerprinting has proven to be a highly robust solution for medium and large
operations where unauthorized redistribution of live content presents a challenge
to revenue models.

Conaxrequires all set-top boxes supporting Conax Pairing and Conax Fingerprinting
to undergo a security evaluation at independent, specialist security laboratories.
By employing set-top boxes with a high security level, operators are better
positioned to eliminate unauthorized redistribution of content.



THE CORE OF CONAX CONTENT PROTECTION
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